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Amendments to the Claims 

1 . (Currently Amended) A method of encrypting data for transmission 
between first (+) 

and second (3^-communication terminals, the method comprising the steps of: 

determining information relating to a time at which a message sent 
from the first terminal (4-)-is expected to arrive at the second terminal (2)^and 
encrypting the data at the first terminal fl^-using the determined 
information. 

2. (Original) A method according to claim 1, further comprising determining a time 
of flight for a message sent from one of the first terminal and the second terminal to 
the other of said terminals. 

3. (Original) A method according to claim 2, wherein the first and second terminals 
have first and second internal clocks respectively, each of which generates a sequence 
of values corresponding to a time sequence, further, comprising the step of 
determining an offset value defining a difference, between the sequences of the first 
and second clocks. 

4. (Original) A method according to claim 3, wherein the step of determining the 
estimated time of arrival comprises adding the offset value and the time of flight to a 
sequence value for the first clock representing the time at which the first message is to 
be transmitted. 

5. (Currently Amended) A method according to anyone of the preceding 
eteims claim 1, wherein the step of determining information relating to a time at which 
the second communication terminal will receive a message sent from the first 
communication terminal further includes the steps of: 

transmitting a first message from the first communication terminal fJ-)-to the second 
communication terminal (Zfc 

receiving a reply message from the second communication terminal £^-the reply 
message including information relating to the receipt time of the first message at the 
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second terminal (2) and information relating to a transmission time of the reply 
message; and 

determining the time of receipt of the reply message at the first 
communication terminal (4± 

6. (Original) A method according to claim 5, further comprising including 
the.transmission time of the first message with the first message and returning the 
transmission time of the first message with the reply message. 

7. (Currently Amended) A method according to claim 5, including storing the 
transmission time of the first message at the first terminal £J-)-and retrieving the 
transmission time on receipt of the reply message. 

8. (Currently Amended) A method according to anyone of claims 5 to 7 claim 
5, wherein the first and second communication terminals include first and second 
internal clocks respectively, and the step of determining information relating to the 
time of receipt comprises determining a value relating to the state of the second 
internal clock at the time of receipt. 

9. (Currently Amended) A method according to anyone of the preceding 
etems claim K comprising encrypting the data by combining the determined 
information with the data. 

10. (Original) A method according to claim 9, wherein the step of combining 
the information with the data comprises performing a multiplication operation where 
a data packet is the multiplicand and the information is the multiplier. 

1 1 . (Currently Amended) A method according to claim 9 or IQ claim 9 , wherein 
the information comprises a value representing the time at which the message is 
expected to arrive at the second terminal (3>7 

12. (Currently Amended) A method of decrypting encrypted data received from 
a first 
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communication terminal fl-)-at a second communication terminal (2)^-in which the 
data has been encrypted at the first terminal (4}-using information relating to a time at 
which the data is expected to be received at the second terminal 

(2), comprising the steps of: 
receiving the encrypted data at the second terminal (2}f 
determining information relating to the time of receipt of the encrypted 
data; and 

using the determined information to decrypt the encrypted data. 

13. (Currently Amended) A method according to claim 12, wherein the first 
and second 

terminals (1,2) include first and second internal clocks (5a, 5b) respectively, and the 
step of determining information relating to the time of receipt of the encrypted data 
comprises determining a value relating to the state of the second internal clock (Sb)-at 
the time of receipt. 

14. (Original) A method according to claim 13, wherein the step of using the 
determined information to decrypt the encrypted data comprises combining the data 
with the clock related value. 

15. (Original) A method according to claim 14, wherein the step of 
combining the data with the clock related value comprises dividing a value 
representing an encrypted data packet by the clock related value. 

16. (Currently Amended) A method of setting up a secure channel between first 
and second communication terminals ( h 2) in a communication system, the method 
comprising the steps of: 

receiving a first message sent from the first terminal <4}-at the second 
terminal (2)~and 

transmitting a second message from the second terminal (2)-to the first 
terminal (4^-the second message including information relating to the time of 



Page 4 of 9 



Appl. No. Unassigned; Docket No. GB03 0165 US1 
Amdt. dated March 22, 2006 
Preliminary Amendment 

arrival of the first message at the second terminal (2)-and the time of transmission of 
the second message from the second terminal (5) to the first terminal (4^7 

17. (Currently Amended) A method according to claim 16, further comprising 
the step of determining information relating to the time of transmission of the first 
message from the first terminal (4± 

18. (Original) A method according to claim 17, wherein the information 
relating to the time of transmission is included in the first and second messages. 

19. (Currently Amended) A method according to claim 17, wherein the step of 
determining information relating to the time of transmission of the first message 
comprises storing the information at the first terminal fB-on transmission of the first 
message and retrieving the information from the first terminal (2)-on receipt of the 
second message. 

20. (Currently Amended) A method according to anyone of claims 16 to 
-l-9 claim 16, further comprising the step of receiving the second message at the first 
terminal (4-)-and determining information relating to the time of receipt of the second 
message. 

21. (Currently Amended) A communication system in which data is to be 
encrypted for transmission between first and second communication terminals (1, 2), 
the system comprising: 

means for determining information relating to a time at which a message sent from the 
first terminal {V^\s expected to arrive at the second terminal (3)^and 
means for encrypting the data at the first terminal f+^-using the determined 
information. 

22. (Currently Amended) A system according to claim 21, wherein the 
determining means 

include: 

means for transmitting a first message from the first communication 
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terminal (4>-to the second communication terminal (3)t 

means for receiving the first message at the second communication 
terminal (3)-and determining a time of receipt; 

means for transmitting a reply message from the second communication terminal (2) 
to the first communication terminal f+^the reply message including information 
relating to the receipt time of the first message at the second terminal and information 
relating to a transmission time of the reply message from the second terminal (Zfy-and 
means for receiving the reply message at the first communication terminal (4^ 

23. (Original) A system according to claim 22, wherein the first message 
transmitting means includes means for including the transmission time of the first 
message with the first message and the means for transmitting a reply message from 
the second terminal includes means for including the transmission time of the first 
message with the reply message. 

24. (Currently Amended) A system according to claim 22, further comprising 
means for storing the transmission time of the first message at the first terminal <4-) 
and means for retrieving the transmission time of the first message on receipt of the 
reply message. 

25. (Currently Amended) A system according to anyone of claims 21 to 
3 4claim 2 1 , wherein the first terminal includes means for transmitting the encrypted 
data to the second terminal 

26. (Currently Amended) A system according to anyone of claims 21 to 
2^claim 21 , wherein the first and second terminals have first and second internal 
clocks (5a, 5b) 

respectively, each of which generates a sequence of values corresponding to a time 
sequence. 

27. (Currently Amended) A system according to claim 26, including means for 
determining an offset value defining a difference between the sequences of the first 
and second clocks (5a, 5b). 
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28. (Currently Amended) A system according to claim 27, including means for 
determining a propagation delay between transmission of the message by the first 
communication terminal <4}-and its receipt by the second communication terminal (3>r 

29. (Currently Amended) A transmitter (4-) configured to transmit encrypted 
data to a 

receiver (2)^-the transmitter (+}-comprising: 

means for determining information relating to a time at which a 
message sent from the transmitter (4-)~is expected to arrive at the receiver (2}f 

means for encrypting the data at the transmitter (4-) using the 
determined information. 

30. (Original) A transmitter according to claim 29, further comprising means 
for including information relating to a transmission time of a message into the 
message to be transmitted. 

3 1 . (Original) A transmitter according to claim 29, further comprising means 
for storing information relating to a transmission time of a message. 

32. (Original) A transmitter according to claim 31, further comprising means 
for retrieving the information relating to the transmission time of the message on 
receipt of the reply message. 

33. (Currently Amended) A receiver (^configured to decrypt data sent from a 
transmitter fl-^wherein the data is encrypted using information relating to a time at 
which a message sent from the transmitter <4}-is expected to arrive at the receiver (2)? 
the receiver (2)-comprising: 

means for receiving the encrypted data; 

means for determining a time of arrival of the encrypted data; and means for 
decrypting the encrypted data using the determined information. 
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34. (Currently Amended) A computer program, which when run on a processor, 

is configured to carry out the method of anyone of claims 1 to 20 claim 1 . 
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